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Background and Inspiration
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Work in the Naval Defense Sector

After receiving my undergraduate degrees from Brown University in
Applied Mathematics and in Russian Language and Literature, |
worked in the naval defense sector in beautiful Newport, Rhode
Island. My work for two different companies focused on software
development for submarines, and, later, on mathematical modeling
using networks and optimization. Newport is also the location of
the Naval War College.
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First Conference Presentation and Publication

My research work at NUSC, now NUWC (Naval Undersea Warfare
Center), was presented at a conference at the Naval Postgraduate
School in Monterey, California. The title of my paper was, “The
Role of Optimal Routing in Multiplatform Naval Task Force
Operations,” published in the Proceedings of the Second
MIT/ONR Workshop on Distributed Communication and Decision
Problems Motivated by Naval C3 Systems.

| was the only female speaker at this conference.
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Off to Grad School for a PhD

Very soon | realized that | wanted a PhD because of the
research!

Dr. Stella Dafermos was the only female professor at the time in
either Engineering or Applied Mathematics at Brown University. |
became her first PhD student.

Stella was the second female to receive a PhD in Operations
Research (OR) and that was from Johns Hopkins University.
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Connections to the US Navy Continue

| had a job offer to be a professor at the US Naval Academy in
Annapolis, Maryland but joined the faculty at the University of
Massachusetts Amherst.

The connections to the US Navy continue with my brother and
niece working in the defense sector and with my niece on the USS
Zumwalt, being based in San Diego now.
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Networks in Transportation and Logistics

Networks have assisted in transportation and logistics in
numerous sectors, including defense.

The science of networks dates to 1736 - Euler - the earliest paper
on graph theory - Konigsberg bridges problem. 1781 - Monge,
who had worked under Napoleon Bonaparte, publishes what is
probably the first paper on transportation in minimizing cost.

And, one of my favorite sayings that | share with my students in

my Humanitarian Logistics class is:

“There is an old military saying, which speaks volumes:
Armchair generals talk strategy. Real generals talk logistics.’

Anna Nagurney Networks to Save the World



Some of the Biggest Global Challenges

The World Economic Forum identified 10 biggest global
challenges, including:

Top 10 risks Ih terms of
Likelihood
Categories

@ ccoroni
’ Ervironmental

L 4
14
®
L4
14
L4
®
L4
o
Q 4o

200P000O O ¢

Anna Nagurney Networks to Save the World



Network Systems and the Braess Paradox
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| Work on the Modeling of Network Systems

And utilize optimization, game theory, and also dynamical systems
to gain insights as to the behavior of stakeholders.
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Importance of Capturing Behavior on Networks - The
Braess (1968) Paradox and User-Optimizing (U-O)

Behavior

Assume a network with a single
O/D pair (1,4). There are 2
paths available to travelers:
p1 = (a,c) and p2 = (b, d).

For a travel demand of 6, the
equilibrium path flows are
Xp, = Xp, =3 and

The equilibrium path travel cost
is

Cpy = Cp, = 83.
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Adding a Link Increases Travel Cost for All!

Adding a new link creates a new
path p3 = (a, e, d).

The original flow distribution
pattern is no longer an
equilibrium pattern, since at this
level of flow the cost on path
p3, Cp, = 70.

The new equilibrium flow pattern

network is
ko ko *x
XP1 * XPz i XP3 = 2.
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The 1968 Braess article has been translated from German to
English:

“On a Paradox of Traffic Planning,”

D. Braess, A. Nagurney, and T. Wakolbinger, Transportation
Science 39 (2005), pp 446-450.
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The Braess Paradox Around the World

1969 - Stuttgart, Germany - The
traffic worsened until a newly
built road was closed.

1990 - Earth Day - New York
City - 42" Street was closed and
traffic flow improved.

2002 - Seoul, Korea - A 6 lane
road built over the
Cheonggyecheon River that
carried 160,000 cars per day and
was perpetually jammed was torn
down to improve traffic flow.
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Interview on Broadway for America Revealed on March 15,
2011
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Under System-optimizing (S-O) behavior, the total
cost in the network is minimized, and the new route
p3, under the same demand, would not be used.

The Braess paradox never occurs in 5-O networks
and can occur only in User-Optimized (U-O)
networks.
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c d

Recall the Braess network with the added link e.

What happens as the demand increases?
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The U-O Solution of the Braess Network with Added Link (Path)
and Time-Varying Demands Solved as an Evolutionary Variational
Inequality (A. Nagurney, P. Daniele, and D. Parkes, Computational
Management Science 4 (2007), pp 355-375).
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In Demand Regime I, Only the New Path is Used.
In Demand Regime Il, the travel demand lies in the range [2.58,

8.89], and
|

In Demand Regime Ill, when the travel demand exceeds 8.89, Only
the Original Paths are Used!
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The new path is never used, under U-O behavior,
when the demand exceeds 8.89, even when the
demand goes out to infinity!

Networks to Save the World
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Other Networks that Behave like Traffic Networks

i mm;nm

The Internet and electric power networks and even supply chains!
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Representation of Supply Chains as Networks
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Much of My Recent Research Has Been on Supply Chains
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Characteristics of Supply Chains and Networks Today

> and complexity of network topology;
> , which leads to nonlinearities;
> , Which may lead

to paradoxical phenomena;

> , such
as the Internet with electric power networks, financial

networks, and transportation and logistical networks;
» recognition of

» policies surrounding networks today may have major impacts
not only economically, but also
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Methodology - The Variational Inequality Problem

We utilize the theory of variational inequalities for the formulation,
analysis, and solution of numerous network problems.

Definition: The Variational Inequality Problem
The finite-dimensional variational inequality problem, VI(F,K), is
to determine a vector X* € IC, such that:

(F(X),X = X*) >0, VXeKk,

where F is a given continuous function from IC to RN, K is a given
closed convex set, and (-,-) denotes the inner product in RN.
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Methodology - The Variational Inequality Problem

The vector X consists of the decision variables — typically, the
flows (products, prices, investments, security levels, etc.).

IC is the feasible set representing how the decision variables are
constrained — for example, the flows may have to be nonnegative;
budget constraints may have to be satisfied; similarly, quality
and/or time constraints may have to be satisfied.

The function F that enters the variational inequality represents
functions that capture the behavior in the form of the functions
such as costs, profits, risk, etc.
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The variational inequality problem contains, as special cases, such
mathematical programming problems as:

systems of equations,

optimization problems,

complementarity problems,

game theory problems, operating under Nash equilibrium,

e and is related to the fixed point problem.

Hence, it is a natural methodology for a spectrum of supply chain
network problems from centralized to decentralized ones as well as
to design problems.
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Geometric Interpretation of VI(F, ) and a Projected
Dynamical System (Dupuis and Nagurney, Nagurney and
Zhang)

In particular, F(X*) is “orthogonal” to the feasible set K at the
point X*.

Normal Cone

Associated with a VI is a Projected Dynamical System, which
provides natural underlying dynamics associated with travel (and
other) behavior to the equilibrium.
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To model the dynamic behavior of complex networks, we utilize
projected dynamical systems (PDSs) advanced by Dupuis and
Nagurney (1993) in Annals of Operations Research and by
Nagurney and Zhang (1996) in our book Projected Dynamical
Systems and Variational Inequalities with Applications.

Such nonclassical dynamical systems are now being used in
(Sandholm (2005, 2011)),

ecological predator-prey networks (Nagurney and Nagurney (2011a,
b)), and

even neuroscience (Girard et al. (2008)

(Setoodeh,
Haykin, and Moghadam (2012)).
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Supply Chain Networks from Healthcare to Food
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A Multidisciplinary Approach

In our research on perishable and time-sensitive product supply
chains, we utilize results from physics, chemistry, biology, and
medicine in order to capture the perishability of various products
over time from healthcare products such as blood, medical
nucleotides, and pharmaceuticals to food.

SPRINGER BRIEFS IN OPTIMIZATION

Ladimer S. agurney

Networks Against
Time

Supply Chain
Analytics for
Perishable
Products

4 Springer
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Supply Chain Networks — Optimization Models
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Blood Supply Chains for the Red Cross

A. Nagurney, A.H. Masoumi, and M. Yu, “Supply Chain Network
Operations Management of a Blood Banking System with Cost

and Risk Minimization,” Computational Management Science 9(2)
(2012), pp 205-231.
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Blood Supply Chains for the Red Cross

The American Red Cross is the
major supplier of blood products

to hospitals and medical centers +
satisfying about of the

demand for blood components Mmg:i'ﬁ'fmﬂ
nationally.
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Blood Supply Chains for the Red Cross

» The shelf life of platelets is and of red blood cells is
» Over donations are needed everyday in the US.

» Blood is a perishable product that cannot be manufactured
but must be donated.

» As of February 1, 2018, the American Red Cross was facing
. Severe
winter weather forced the cancellation of hundreds of blood
drives, resulting in nearly tens of thousands donations
uncollected. In addition, flu in the US was close to epidemic
levels.

» There is
and, overall, there has been a
decrease in demand because of improved medical procedures.
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Supply Chain Network Topology for a Regionalized Blood Bank
ARC Regional Division

Blood Collection Sites

Blood Centers

Component Labs

Storage Facilities

Distribution Centers

Demand Points
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Blood Supply Chains for the Red Cross

Our blood supply chain network optimization model for the
management of the procurement, testing and processing, and
distribution has such novel features as:

» |t captures through the
use of arc multipliers;

» |t contains associated with waste/disposal;

» [t handles associated with demand points;

» |t assesses
, and

» It quantifies the associated with procurement.
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Supply Chain Networks — Game Theory Models
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Game Theory

There are many game theory problems and tools for solving them.
There is noncooperative game theory, in which the players or
decision-makers compete with one anther, and cooperative game
theory, in which players cooperate with one another.

John F. Nash

In , the governing concept is that of Nash
equilibrium. In cooperative games, we can apply Nash bargaining
theory.
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Electric Power Supply Chains

We developed

, formulated it as a VI problem, and were
able to solve it by exploiting the connection between electric power
supply chain networks and transportation networks using our proof
of a hypothesis posed in the classic book, Studies in the Economics
of Transportation, by Beckmann, McGuire, and Winsten (1956).

The paper, “An Integrated Electric Power Supply Chain and Fuel
Market Network Framework: Theoretical Modeling with Empirical
Analysis for New England,” by Z. Liu and A. Nagurney, was
published in Naval Research Logistics 56 (2009), pp 600-624.
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An Empirical Example of an Electric Power Supply Chain
for New England

There are 82 generating companies who own and operate 573
generating units. We considered 5 types of fuels: natural gas,
residual fuel oil, distillate fuel oil, jet fuel, and coal. The whole
area was divided into 10 regions:

Maine,

New Hampshire,

Vermont,

Connecticut (excluding Southwest Connecticut),
Southwestern Connecticut (excluding the Norwalk-Stamford
area),

6. Norwalk-Stamford area,

7. Rhode Island,

8. Southeastern Massachusetts,

9. Western and Central Massachusetts,

10. Boston/Northeast Massachusetts.

@1 5= EO IS
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Graphic of New England
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Fuel Markets for
Fuel Type A

Fuel Markets for
Fuel Type a
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We tested the model on the data of July 2006 which included

24 x 31 = 744 hourly demand/price scenarios. We sorted the
scenarios based on the total hourly demand, and constructed the
load duration curve. We divided the duration curve into 6 blocks
(L1 = 94 hours, and L,, = 130 hours; w = 2, ...,6) and calculated
the average regional demands and the average weighted regional
prices for each block.

The empirical model had on the order of 20,000 variables.
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Actual Prices Vs. Simulated Prices ($/Mwh)
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Sensitivity Analysis

We used the same demand data, and then varied the prices of
natural gas and residual fuel oil. We assumed that the percentage
change of distillate fuel oil and jet fuel prices were the same as
that of the residual fuel oil price.

The next figure presents the average electricity price for the two
peak blocks under oil/gas price variations.

The surface in the figure represents the average peak electricity
prices under different natural gas and oil price combinations.
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Sensitivity Analysis
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Food Supply Chains

Food is something anyone can relate to.
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Fascinating Facts About Food Perishability

SHELF LIFE oF FOOD

«s | COUNTER/PANTRY REFRIGERATOR FREEZER

10AY ¢ »1 MONTH | 1 DAY ONTH ¢

1-2 months 8-12 months
APPLES

2-3 months
BANANAS

Until ripe 8-12 months

Up to 4 days 4-5 weeks 8-12 months

aw<
CARROTS

LO)

CUCUMBERS

1 week 8-12 months

Few hours 3-4 weeks Do npffreeze

Few hours 1 month

Few hours 1-2 months

YOGURT
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Fascinating Facts About Food Perishability

PRODUCTION
LOSSES

EGETABLES
MEAT
MILK

POSTHARVEST, ]
HANDLING AND FRUITS & VEGETABLES
STORAGE LOSSES MEAT

MILK 255

GRAIN PRODUCTS
PROCESSING D
AND PACKAGING FRUITS & VEGETABLES
LOSSES MEAT

MILK

DISTRUBUTION SEAFOOD
AND RETAIL FRUITS & VEGETABLES
LOSSES MEAT

MILK

GRAIN PRODUCTS

CONSUMER
LOSSES**

**Includes out-of-home consumption

Source: Food and Agriculture Organization of the United Nations 2011
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Wasting of Food

Per capita food losses and waste (kgfyear)

W consumer

o retailing

Europe Narth Industrialized Subsahara North Africa, South & Latin America
America & Asia Adrica West &
Oceania Central Asia

Source: Food and Agriculture Organization of the United Nations 2018
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Fresh Produce Food Supply Chains

Our fresh produce supply chain network oligopoly model:

1. captures the deterioration of fresh food along the entire
supply chain from a network perspective;

2. handles the time decay through the introduction of arc
multipliers;

3. formulates oligopolistic competition with product
differentiation;

4. includes the disposal of the spoiled food products, along with
the associated costs;

5. allows for the assessment of alternative technologies involved
in each supply chain activity.

Reference: “Competitive Food Supply Chain Networks with
Application to Fresh Produce,” M. Yu and A. Nagurney, European
Journal of Operational Research 224(2) (2013), pp 273-282.
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Fresh Produce Food Supply Chains
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Fresh Produce Food Supply Chains

Food products also deteriorate over time and especially fresh
produce. According to Nahmias (1982), each unit has a probability
of e of surviving t, units of time where ) is the decay rate.
Hence, arc multipliers can be constructed in a similar manner as
those for the medical nuclear supply chain:

;= e
where \ is the decay rate for the food.

In rare cases, food deterioration follows the zero order reactions
with linear decay (see Tijskens and Polderdijk (1996) and Rong,
Akkerman, and Grunow (2011)). Then,

ay; =1— )\t

for a post-production link.
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Pharmaceutical Supply Chains

The supply chain generalized network oligopoly model has the
following novel features:

1. it handles the perishability of the pharmaceutical product
through the introduction of arc multipliers;

2. it allows each firm to minimize the discarding cost of waste /
perished medicine;

3. it captures product differentiation under oligopolistic
competition through the branding of drugs, which can also include
generics as distinct brands.

References can be found in our paper, “A Supply Chain Generalized
Network Oligopoly Model for Pharmaceuticals Under Brand
Differentiation and Perishability,” A.H. Masoumi, M. Yu, and A.
Nagurney, Transportation Research E 48 (2012), pp 762-780.
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Pharmaceutical Supply Chains

We consider | pharmaceutical firms, with a typical firm denoted by
i

The firms compete non-cooperatively, in an oligopolistic manner,
and the consumers can differentiate among the products of the
pharmaceutical firms through their individual product brands.

The supply chain network activities include manufacturing,

shipment, storage, and, ultimately, the distribution of the brand
name drugs to the demand markets.
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Blood Supply Chain Competition - Nagurney and Dutta (2019)
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Network Models and Disaster Relief
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Network Models Are Also Very Useful in Disaster Relief

e e
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Examples of Some Disasters

e The biggest blackout in North America, August 14, 2003;

e The Indonesian tsunami (and earthquake), December 26, 2004;
e Hurricane Katrina, August 23, 2005;

e The Sichuan earthquake on May 12, 2008;

e The Haiti earthquake that struck on January 12, 2010 and the
Chilean one on February 27, 2010;

e The triple disaster in Japan on March 11, 2011;
e Superstorm Sandy, October 29, 2012;

e Hurricanes Harvey, Irma, and Maria that struck in 2017 and
Hurricanes Florence and Michael in 2018.
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Hurricane Katrina, Fukushima, and Superstorm Sandy

it
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Billion Dollar Disasters in the United States in 2017

U.S. 2017 Billion-Dollar Weather and Climate Disasters

Minnesota Hail Storm and
Upper Midwest Severe Weather
June 9-11

North Dakota, South
Dakota, and
Montana Drought
Spring-Fall 2017

Western Wildfires, '
California Firestorm
Summer—Fall - | ° Central/Southeast

2017 \ ’ Tornado Outbreak
February 28-March 1

Midwest Tornado Outbreak
March 6-8

California £
Flooding N Missouri and Arkansas
February 8-22 - Flooding and Central
Severe Weather

Colorado Hail Storm April 25-May 7

and Central
Severe Weather ¢ / £ Southeast Freeze
May 8-11 s 4 March 14-16

Midwest Severe : : 3 Southern Tornado

Weather \ Outbreak and

~ ” Western Storms
N D) 5 Hurricane Harvey January 20-22
Midwest Severe August 25-31
Weather
June 12-16
South/Southeast Severe Weather
March 26-28

Hurricane Irma Hurricane

Maria
September 6-12
P September 19-21

This map denotes the approximate location for each of the 16 billion-dollar weather and climate disasters that impacted the United States during 2017.
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Disasters have a catastrophic effect on human
lives and a region’s or even a nation’s
resources.
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Natural Disasters and Colombia

According to PrepareCenter.org, Colombia is widely recognized as
one of the most disaster-prone countries in the world, with the
World Bank reporting that at least 85% of its population and its
assets are exposed to two or more natural hazards.

n

NORTH
PACIFIC OBOGOTA

OCEAN

o Florencia

Loticias
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Natural Disasters and Colombia

e This exposure is to both low-frequency/high-impact events
(earthquakes, volcanic eruptions, Atlantic hurricanes) and to
high-frequency/lower-impact events (floods and landslides).

e In response to its high risk profile, Colombian leaders are taking
concrete actions to reduce vulnerability. Colombia is now
considered a role model in the Americas region for its
progress in establishing a strong institutional and legal
framework for disaster risk reduction through law 1523.

e This law established a “National System for Disaster Risk
Management,” putting into place national public policy not only
for natural disaster response but also prevention.
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Time in Disaster Relief

Procurement Transport Storage Transport Processing Distribution
inks inks Links Links Links Links

/.m,. < » - i
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_________________________

Network Topology of the Integrated Disaster Relief Supply Chain

A. Nagurney, A.H. Masoumi, and M. Yu, “An Integrated Disaster Relief
Supply Chain Network Model with Time Targets and Demand
Uncertainty.” In: Regional Science Matters: Studies Dedicated to Walter
Isard, P. Nijkamp, A. Rose, and K. Kourtit, Editors, Springer
International Publishing Switzerland (2015), pp 287-318.
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A Game Theory Disaster Relief Model

NGOs

Financial Flows

Demand Points for Disaster Relief
The Network Structure of an Integrated Game Theory Model

A. Nagurney et al., “A Variational Equilibrium Network Framework for
Humanitarian Organizations in Disaster Relief: Effective Product Delivery
Under Competition for Financial Funds.” In: Dynamics of Disasters:
Algorithmic Approaches and Applications, 1.S. Kotsireas, A. Nagurney,
and P.M. Pardalos, Editors, Springer International Publishers Switzerland
(2018), pp 109-133.
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Cybercrime and Cybersecurity
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How | Became Interested in Cybersecurity

S T

Ei‘ » !

WILEY

In a sense, this may be viewed as a compliment since clearly
someone had determined that it has some sort of value.
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About the same time news about cyberattacks was getting
prominent attention in the media and there were those interested
in working with us on related research on cybersecurity.
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In 2012, there were over 2.4

in which individuals, groups, billion users. In 2019, the number
organizations communicate, obtain of Internet users surpassed 4.3
information, access entertainment, and billion users, more than half of
conduct their economic and social the world’s population.
activities.

élé\N INTERNET PENETRATION BY REGION

8 REGIONAL PENETRATION FIGURES, COMPARING INTERNET USERS TO TOTAL POPULATION

NORTHERN
EUROPE EASTERN
EUROPE

NORTHERN 94%
AMERICA
SOUTHERN EASTERN
i o g A
49% 65%
AFRICA
% 9
s S
AMERIC/ WESJ;E" AFRICA ASIA SOUTHERN I
e A5 L asia
@ 2
o

AMERICA'

AVERAGE: st .
53% AFRICA
o e R TOTARORUATION N ootsuite” gre. |
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Some Recent Major Cyberattacks

° : In September 2017, it was revealed that names, SSNs,
birthdates, drivers' license information, and credit card numbers on about
143 million U.S. consumers was compromised in a cybersecurity breach
that began in mid-May and was discovered only on July 29, 2017
(Bloomberg (2017)). In late February 2018, Equifax disclosed that it had
discovered that an additional 2.4 million U.S. consumers were affected by
the cyberattack (Reuters (2018)).

The *Wannacry’ ransomware attack
The atta:

° : Began in mid-May 2017. It crippled
National Health Services (NHS) hospitals in the UK, hobbling emergency
rooms, delaying vital medical procedures, and creating chaos (WIRED
(2017)).
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Some Recent Major Cyberattacks

° The Carbanak group, also known as Anunak, was exposed in
2015 after supposedly stealing upwards of $1 billion from more than 100
banks across 30 countries (The New York Times (2015)).

° In June 2015, OPM
discovered that sensitive information, including SSNs of 21.5 million
federal employees was stolen (WIRED (2016)).

° The attack on Sony in 2014 destroyed
data on more than 3,000 computers and disclosed prerelease films and
embarrassing emails of executives (Fortune (2015)).

° These

were breached in 2014 - card data and personal information of millions of
customers were stolen (The New York Times (2015)).
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Cost of Cybercrime

° According to
Forbes (2017), cybercrime will cost the world about $6 trillion per
year on average through 2021. All industries fall victim to
cybercrime, but to different degrees.

Financial services
Utilities and energy
Aerospace and defense
Technology and software
Healthcare

Services
Industrial/manufacturing
Retail

Public sector

Transportation

Consumer products

Communications
Life science

Education

Hospitality

e

4
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Changing Attacker Profiles

State
Sponsored

McAfee Labs Threats Report, August 2015
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Cybercrime

Clearly, hackers go where there is money.
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Perishability and Cybercrime in Financial Products

Source Locations

Product o

Source Locations
Demand Markets

Product 1

Demand Markets

The model is constructed in the paper, “A Multiproduct Network
Economic Model of Cybercrime in Financial Services,” A. Nagurney,
Service Science 7(1) (2015), pp 70-81.
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Cybersecurity and Supply Chains

4 .
. Global Air

Compone
Supplier

Componen
Sup lier

SUPPLY
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Some Other Examples of Our Recent Cybersecurity Work

“Multifirm Models of Cybersecurity Investment Competition vs.
Cooperation and Network Vulnerability,” A. Nagurney and S.
Shukla, European Journal of Operational Research 260(2) (2017),
pp 588-600.

“A Supply Chain Network Game Theory Model of Cybersecurity
Investments with Nonlinear Budget Constraints,” A. Nagurney, P.
Daniele, and S. Shukla, Annals of Operations Research 248(1)
(2017), pp 405-427.

“Cybersecurity Investments with Nonlinear Budget Constraints:
Analysis of the Marginal Expected Utilities,” P. Daniele, A.
Maugeri, and A. Nagurney. In: Operations Research, Engineering,
and Cyber Security, Th.M. Rassias and N.J. Daras (Eds.), Springer
International Publishing Switzerland (2017), pp 117-134.
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Envisioning a New Kind of Internet — ChoiceNet
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Envisioning a New Kind of Internet — ChoiceNet

Our project: Network Innovation
Through Choice and the envisioned
architecture is ChoicelNet.

» University of Kentucky: Jim Griffioen,
Ken Calvert

» North Carolina State University: Rudra
Dutta, George Rouskas

» RENCI/UNC: llya Baldin

» University of Massachusetts Amherst:

Tilman Wolf, Anna Nagurney
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Network Economic Conundrums and Operations Research
to the Rescue

e Existing economic models cannot be deployed in today's
Internet: no mechanisms in order to create and discover
contracts with any provider and to do so on short-time
scales, and time-scales of different lengths.

e We have developed multitiered network economic game theory
models using novel operations research methodologies,
including that of projected dynamical systems to study ChoiceNet
and to explore the evolution of prices and flows among content and
service providers.
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Designing an Internet

The new book by Clark, a developer of the Internet, cites our
paper: “ChoiceNet: Toward an Economy Plane for the Internet,”
Wolf, Griffioen, Calvert, Dutta, Rouskas, Baldin, and Nagurney,
ACM SIGCOMM Computer Communication Review 44(3) (2018),
pp 58-65.
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ChoiceNet Goals

e Expose choices throughout the network
— Network is no longer a “black box”

e Interactions between technological alternatives and
relationships — Introduction of a dynamic “economy plane”
— Money as a driver to overcome inertia by providers

— Market forces can play out within the network itself

e Services are at the core of ChoiceNet — “everything is a
service”

— Services provide a benefit but entail a cost

— Services are created, composed, sold, verified, etc.
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The focus of ChoiceNet is on choices and network economics.
Choice criteria can also include privacy, minimization of risk, even
environmental impact minimization.

Transparency associated with ChoiceNet and having more
refined routing options can also aid in cybersecurity.
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ChoiceNet Principles

Services are at core of ChoiceNet
(“everything is a service”)

“Encourage
lternatives”

Services provide a benefit, have a cost
Services are created, composed, sold,

verified, etc. .
Innovation

“Encourage alternatives” Provide Through

building blocks for different types of \Choice{
. “Know What “Vote With
services

Happened” Your Wallet”

Ability to

evaluate services

“Vote with your wallet” Reward good
services!
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Entities in ChoiceNet

e ChoiceNet enables the composition of services and
economic relationships

— Economy plane: customer-provider relationships

— Use plane: client-service relationships
— Positive feature is the ability to reflect real-world relationships.
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ChoiceNet Architecture

Step 1 (advertisement): SyE;g'm Marketplace ;;‘:m
iders adverti : :
fres erzwae(;/"egsus: Economy Service offerings Trust/

. p . s Contracts
marketplace. plane Alternative selection and instantiation reputation
-

Step 2 (planning):

customer queries
marketplace for recipes S 3 \
that meet requirements Services _ Introspection \
Composed service offerings Contract verification

i : H H ' < » Setup

Protocol In-network Paths Service | Measure-
stacks services. proofs ment

Step 3 (provisioning):
customer establishes
contract(s) with
provider(s) for a recipe
and receives.
credentials to identify -1 I N
valid network traffic = ~

Setup €« —»

Control plane

Step 4 (usage):
customer uses network
service, provider
checks credentials’

Router

Data plane

[ Router

Step 5 (verification): ;ﬁte;:“;";? 1 / Router

customer can use

stacks, paths, > Router

verification service to L ¥
check service: servic

peformance NSOk
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Use Cases Enabled by ChoiceNet

e ChoiceNet / economy plane enables new business models
in the Internet

— Very dynamic economic relationships are possible

— All entities get rewarded.

e Examples

— Movie streaming

— Reading The New York Times or The Boston Globe in a coffee
shop (short-term and long-term contracts)

—Customers as providers.
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Game Theory Models - Flow of Content and Payments

Content Providers

Network Providers

Users at Demand Markets

“A Network Economic Game Theory Model of a Service-Oriented
Internet with Price and Quality Competition in Both Content and
Network Provision,” S. Saberi, A. Nagurney, and T. Wolf, Service
Science 6(4) (2014), pp 229-250.
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Muchas gracias!

The Virtual Center for Supernetworks
P e o AR N e =

=~

o ig
Supernetworks for Optimal Decision-Making and Improving the Global Quality of Life

Director's About the Supernetworks

Diractor Projects b oratony Center Associates || Media Coverage Braess Paradox

Downloadable

Visuals Audio/Video Books P il Supwas Congrac ol
The Virtual Center for Supernetworks is an interdisciplinary center at the
-. Isenberg School of Management that advances knowledge on large-scale networks and
integrates operations research and management science, engineering, and economics. Its
i Anna Nagurney, the John F. Smith Memorial Professor of Operations
Management.
Mission: The Virtual Center for Supernetworks fosters the study and application of
supernetworks and serves as a resource on networks ranging from transportation and logistics,
i, K including supply chains, and the Internet, to a spectrum of economic networks.
-arathe{:dgryAPﬂze (a7 The Applications of Supernetworks Include: decision-making, optimization,
WorldiCongress on and game theory; supply chain management; critical infrastructure from transportation to
1 electric power networks; financial networks; knowledge and social networks; energy, the
- RPN IIERGIKC) - environment, and sustainability; cybersecurity; Future Internet Architectures; risk
® ¥ management; network vulnerability, resiliency, and performance metrics; humanitarian
logistics and healthcare.

3 UMass Amherst
Ao e e | Ssrn  Reba ki B Edencu of e Course Lactures | Fulbright Lectures | INFORMS Student
apter

Professor Anna

Nagurney-s BIog Network Classics

Doctoral
Dl Conferences Journals Societies Archive

For more information, see: http://supernet.isenberg.umass.edu
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