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Network VulnerabilityNetwork Vulnerability

• Recent disasters have demonstrated the importance as 

well as the vulnerability of network systems.

• For example:• For example:

• Hurricane Katrina, August 23, 2005

• The biggest blackout in North America, August 14, 

2003

• 9/11 Terrorist Attacks, September 11, 2001



Earthquake DamageEarthquake Damage

prcs.org.pkprcs.org.pk

Tsunami

letthesunshinein.wordpress.com

Storm Damage

www.srh.noaa.gov

Infrastructure Collapse

www.10-7.com



An Urgent Need for a Network An Urgent Need for a Network 

Efficiency/Performance MeasureEfficiency/Performance Measure

In order to be able to assess the performance/efficiency of 
a network, it is imperative that appropriate measures be 
devised.

Appropriate network measures can assist in the 
identification of the importance of network components, 
that is, nodes and links, and the associated rankings. Such 
rankings can be very helpful in the case of the 
determination of network vulnerabilities as well as when to 
reinforce/enhance security.



Transportation Network Equilibrium Transportation Network Equilibrium 

ParadigmParadigm
It has been recently shown that, as hypothesized over 50 years 
ago by Beckmann, McGuire, and Winsten (1956), that electric 
power generation and distribution networks can be 
reformulated and solved as transportation networks, Wu, 
Nagurney, Liu, and Stranlund, Transportation Research D (2006), 

.
Nagurney, Liu, and Stranlund, Transportation Research D (2006), 

Nagurney et al., Transportation Research D, in press.

It has been demonstrated that financial networks with 
intermediation can be reformulated and solved as 
transportation network problems; Liu and Nagurney, 
Computational Management Science, in press.



The Transportation Network The Transportation Network 
Equilibrium Reformulation of Electric Equilibrium Reformulation of Electric 

Power Supply Chain NetworksPower Supply Chain Networks

Electric Power Supply       Transportation 
Chain Network                 Network
Nagurney et al, to appear in Transportation Research E



The Transportation Network 
Equilibrium Reformulation of the 

Financial Network Equilibrium Model 
with Intermediation

Liu and Nagurney, Computational Management Science, in press







Transportation science has historically been the 
discipline that has pushed the frontiers in terms of 
methodological developments for such problems 
(which are often large-scale) beginning with the 
work of Beckmann, McGuire, and Winsten (1956).





If no such symmetry assumption holds 
for the user link costs functions, then the

equilibrium conditions can no longer be

reformulated as an associated 
optimization problem and the equilibrium optimization problem and the equilibrium 
conditions are formulated and solved as a 
variational inequality problem!

Smith (1979), Dafermos (1980)



VI Formulation of Transportation Network 

Equilibrium (Dafermos (1980), Smith 

(1979))



Recent Literature on Network Recent Literature on Network 

VulnerabilityVulnerability

• Latora and Marchiori (2001, 2002, 2004)

• Barrat, Barthélemy and Vespignani (2005)

• Dall’Asta, Barrat, Barthélemy and Vespignani (2006)

• Chassin and Posse (2005)• Chassin and Posse (2005)

• Holme, Kim, Yoon and Han (2002)

• Sheffi (2005)

• Taylor and D’este (2004)

• Jenelius, Petersen and Mattson (2006)

• Murray-Tuite and Mahmassani (2004)



The Network Efficiency MeasureThe Network Efficiency Measure

of Latora and Marchiori (2001)of Latora and Marchiori (2001)

Latora and Marchiori (2001) proposed a 

network efficiency measure (the L-M 

measure) as follows:measure) as follows:



The Nagurney and Qiang The Nagurney and Qiang 

Network Efficiency MeasureNetwork Efficiency Measure

Nagurney and Qiang (2007a) (the N-Q Measure) 
proposed a network efficiency measure for networks 
with fixed demand, which captures demand and flow 
information under the network equilibrium. information under the network equilibrium. 



The LThe L--M Measure vs. the NM Measure vs. the N--Q Q 

MeasureMeasure



Importance of a Network ComponentImportance of a Network Component



The Approach to Study the The Approach to Study the 

Importance of Network Importance of Network 

ComponentsComponents

The elimination of a link is represented in the N-Q measure 

by the removal of that link while the removal of a node is 

managed by removing the links entering and exiting that managed by removing the links entering and exiting that 

node. In the case that the removal results in no path 

connecting an O/D pair, we simply assign the demand for 

that O/D pair to an abstract path with a cost of infinity.

Hence, our measure is well-defined even in the case of 

disconnected networks.



Major Advantages of the NMajor Advantages of the N--Q Q 

Measure over the LMeasure over the L--M M 

MeasureMeasure

• The N-Q measure generalizes the L-M measure 
by capturing the flows, demand and user behavior 
information of the network besides the network information of the network besides the network 
topology structure.

• It has been shown that real-life networks 
displayed distinct disparities between topological 
properties and the flow patterns.



Railway Network in U.S.A

Some links are 

heavily used.

U.S. Department of Transportation 
ops.fhwa.dot.gov

heavily used.



Natural Gas Pipeline Network Natural Gas Pipeline Network 

in USAin USA

Energy Information Administration, U.S. Department of Energy 
www.eia.doe.gov



World Oil Trading NetworkWorld Oil Trading Network

Treasurer of the Commonwealth Australia 
www.treasurer.gov.au



Link Importance IndicatorsLink Importance Indicators



Advantages of the NAdvantages of the N--Q Q 

Measure over Link Importance Measure over Link Importance 

IndicatorsIndicators
• The N-Q measure is unified and can be 

applied to any network component, be it a 

node, or a link of a set of nodes and links;node, or a link of a set of nodes and links;

• The N-Q measure is independent of whether 

the network is disconnected or not.



Our Research on Network Efficiency Our Research on Network Efficiency 

and Network Vulnerabilityand Network Vulnerability

A Network Efficiency Measure with Application to Critical Infrastructure 

Networks, Nagurney and Qiang (2007a), to appear in Journal of Global 

Optimization.

A Transportation Network Efficiency Measure that Captures Flows, A Transportation Network Efficiency Measure that Captures Flows, 

Behavior, and Costs with Applications to Network Component 

Importance Identification and Vulnerability, Nagurney and Qiang 

(2007b), Proceedings of the POMS 18th Annual Conference, May 4 to 

May 7, 2007.

A Unified Network Performance Measure with Importance Identification 

and the Ranking of Network Components (2007), Qiang and Nagurney, 

Optimization Letters, in press.



Example 1Example 1

Assume a network with two O/D pairs: 

w1=(1,2) and w2=(1,3) with demands 

given, respectively, by dw1=100 and 

dw2=20. The path for each O/D pair is: 

for w , p =a; for  w , p =b.

1

a b
for w1, p1=a; for  w2, p2=b.

The equilibrium path flows are xp1

*= 

100, xp2
*=20.

The equilibrium path travel cost is

Cp1
=Cp2

=20.

2 3

ca(fa)=0.01fa+19   

cb(fb)=0.05fb+19



Importance and Ranking of Importance and Ranking of 

Links and NodesLinks and Nodes



Example 2Example 2

The network topology is the following:

w1= (1,19), w2= (1,20)

dw1
= dw2

= 100 



Link Cost FunctionsLink Cost Functions



Importance and Ranking of LinksImportance and Ranking of Links



Example 2 Link Importance Rankings
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The Advantages of the Nagurney The Advantages of the Nagurney 

and Qiang Network Efficiency and Qiang Network Efficiency 

MeasureMeasure
• It captures flows, costs, and behavior of travelers, in 

addition to network topology;

• The resulting importance definition of network 
components is applicable and well-defined even in the 
case of disconnected networks;case of disconnected networks;

• It can be used to identify the importance (and ranking) of 
either nodes, or links, or both; 

• It can be applied to assess the efficiency/performance of a 
wide range of critical infrastructure networks;

• It is the unified measure that can be used to assess the 
network efficiency with either fixed or elastic demands.





Thank You!Thank You!Thank You!Thank You!Thank You!Thank You!Thank You!Thank You!
For more information, see

http://supernet.som.umass.edu

The Virtual Center

for Supernetworks


