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Abstract In this paper, we develop a supply chain game theory framework consist-
ing of retailers and consumers who engage in electronic transactions via the Internet
and, hence, may be susceptible to cyberattacks. The retailers compete noncooper-
atively in order to maximize their expected profits by determining their optimal
product transactions as well as cybersecurity investments in the presence of net-
work vulnerability. The consumers reveal their preferences via the demand price
functions, which depend on the product demands and on the average level of secu-
rity in the supply chain network. We prove that the governing Nash equilibrium con-
ditions of this model can be formulated as a variational inequality problem, provide
qualitative properties of the equilibrium product transaction and security investment
pattern, and propose an algorithm with nice features for implementation. The al-
gorithm is then applied to two sets of numerical examples that reveal the impacts
on the equilibrium product transactions, the security levels, the product prices, the
expected profits, and the retailer vulnerability as well as the supply chain network
vulnerability, of such issues as: increased competition, changes in the demand price
functions, and changes in the security investment cost functions.
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1 Introduction

As supply chains have become increasingly globalized and complex, there are new
risks and vulnerabilities associated with their IT infrastructure due to a spectrum
of cyberattacks with greater exposure for both firms and consumers. Coupled with
cyberattacks are associated costs, in the form of financial damages incurred by the
supply chain firms, the loss of their reputations, as well as opportunity costs, etc.
Consumers may also be affected financially by cyberattacks and suffer from the as-
sociated disruptions. Cyberattacks can affect numerous different industrial sectors
from financial services, energy providers, high tech firms, and retailers to the health-
care sector as well as governments. As noted in [16], the Center for Strategic and
International Studies [3] reports that the estimated annual cost to the global econ-
omy from cybercrime is more than $400 billion with a conservative estimate being
$375 billion in losses, more than the national income of most countries.

For example, the 2013 breach of the major US-based retailer, Target, was accom-
plished when the cyberattacker entered a vulnerable supply chain link by exploiting
the vulnerability in the remote diagnostics of the HVAC system supplier connected
to the Target’s IT system. In the attack, an estimated 40 million payment cards were
stolen between November 27 and December 15, 2013 and upwards of 70 million
other personal records compromised (cf. [10]). Target suffered not only financial
damages but also reputational costs. Other cyber data breaches have occurred at
the luxury retailer Neiman Marcus, the restaurant chain P.F. Changs, and the media
giant Sony (cf. [17]). The Ponemon Institute [22] calculates that the average annu-
alized cost of cybercrime for 60 organizations in their study is $11.6 million per
year, with a range of $1.3 million to $58 million. According to The Security Ledger
[25], cyber supply chain risk escapes notice at many firms. Mandiant [11] reports
that 229 was the median number of days in 2013 that threat groups were present on
a victim’s network before detection.

Given the impact of cybercrime on the economy and society, there is great in-
terest in evaluating cybersecurity investments. Each year $15 billion is spent by
organizations in the United States to provide security for communications and infor-
mation systems (see [8], [13]). Nevertheless, breaches due to cyberattacks continue
to make huge negative economic impacts on businesses and society at-large. There
is, hence, growing interest in the development of rigorous scientific tools that can
help decision-makers assess the impacts of cybersecurity investments. What is es-
sential to note, however, is that in many industries, including retail, investments by
one decision-maker may affect the decisions of others and the overall supply chain
network security (or vulnerability). Hence, a holistic approach is needed and some
are even calling for a new discipline of cyber supply chain risk management ([2]).

In this paper, we develop a supply chain game theory model consisting of two
tiers: the retailers and the consumers. The retailers select the product transactions
and their security levels so as to maximize their expected profits. The probability
of a successful attack on a retailer depends not only on that retailer’s investment
in security but also on the security investments of the other retailers. Hence, the
retailers and consumers are connected. In our previous work (see [17]), we assumed
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that the probability of a successful attack on a seller depended only on his own
security investments. We know that in retail, which we consider in a broad sense here
from consumer goods to even financial services, including retail banks, decision-
makers interact and may share common suppliers, IT providers, etc. Hence, it is
imperative to capture the network effects associated with security investments and
the associated impacts.

In our model, retailers seek to maximize their expected profits with the prices
that the consumers are willing to pay for the product being a function not only of
the demand but also of the average security in the supply chain which we refer to
as the cybersecurity or network security. The retailers compete noncooperatively
until a Nash equilibrium is achieved, whereby no retailer can improve upon his
expected profit by making a unilateral decision in changing his product transactions
and security level. Our approach is inspired, in part, by the work of Shetty et al.
[24], but it is significantly more general since the retailers, that is, the firms, are
not identical and we explicitly also capture the demand side of the supply chain
network. Moreover, the retailers may be faced with distinct security investment cost
functions, given their existing IT infrastructure and business scope and size, and they
can also be spatially separated. Our framework can handle both online retailers and
brick and mortar ones. In addition, the retailers are faced with, possibly, different
financial damages in the case of a cyberattack. For simplicity of exposition and
clarity, we focus on a single type of attack. For a survey of game theory, as applied
to network security and privacy, we refer the reader to Manshaei et al. [12]. For
highlight of optimization models for cybersecurity investments, see [9].

The supply chain game theory model is developed in Section 2. The behavior of
the retailers is captured, the Nash equilibrium defined and the variational inequality
formulation derived. We also provide some qualitative properties of the equilibrium
product transaction and security level pattern. In Section 3, we outline the algorithm
that we then utilize in Section 4 to compute solutions to our numerical examples.
In two sets of numerical supply chain network examples, we illustrate the impacts
of a variety of changes on the equilibrium solution, and on the retailer and supply
chain network vulnerability. In Section 5, we summarize our results and present the
conclusions along with suggestions for future research.

2 The Supply Chain Game Theory Model of Cybersecurity
Investments Under Network Vulnerability

In the model, we consider m retailers that are spatially separated and that sell a
product to n consumers. The retailers may be online retailers, engaging with con-
sumers through electronic commerce, and/or brick and mortar retailers. Since our
focus is on cybersecurity, that is, network security, we assume that the transactions
in terms of payments for the product occur electronically through credit cards and/or
debit cards. Consumers may also conduct searches to obtain information through cy-
berspace. We emphasize that here we consider retailers in a broad sense, and they
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may include consumer goods retailers, pharmacies, high technology product outlets,
and even financial service firms as well as retail banks. The network topology of the
supply chain model, which consists of a tier of retailers and a tier of consumers, is
depicted in Figure 1.

Since the Internet is needed for the transactions between retailers and consumers
to take place, network security is relevant. Each retailer in our model is susceptible
to a cyberattack through the supply chain network since retailers may interact with
one another as well as with common suppliers and also share consumers. The retail-
ers may suffer from financial damage as a consequence of a successful cyberattack,
losses due to identity theft, opportunity costs, as well as a loss in reputation, etc.
Similarly, consumers are sensitive as to how secure their transactions are with the
retailers.
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Fig. 1 The network structure of the supply chain game theory model

We denote a typical retailer by i and a typical consumer by j. Let Qi j denote the
nonnegative volume of the product transacted between retailer i and consumer j.
Here si denotes the network security level, or, simply, the security of retailer i. The
strategic variables of retailer i consist of his product transactions {Qi1, . . . ,Qin} and
his security level si. We group the product transactions of all retailers into the vector
Q ∈ Rmn

+ and the security levels of all retailers into the vector s ∈ Rm
+. All vectors

here are assumed to be column vectors, except where noted.
We have si ∈ [0,1], with a value of 0 meaning no network security and a value of

1 representing perfect security. Therefore,

0 ≤ si ≤ 1, i = 1, . . . ,m. (1)

The network security level of the retail-consumer supply chain is denoted by s̄
and is defined as the average network security where

s̄ =
1
m

m

∑
i=1

si. (2)
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Let pi denote the probability of a successful cyberattack on retailer i in the sup-
ply chain network. Associated with the successful attack is the incurred financial
damage Di. Distinct retailers may suffer different amounts of financial damage as
a consequence of a cyberattack due to their size and their existing infrastructure
including cyber infrastructure. As discussed in [23] and [24], but for an oligopoly
model with identical firms and no demand side represented in the network, pi de-
pends on the chosen security level si and on the network security level s̄ as in (2).
Using similar arguments as therein, we also define the probability pi of a successful
cyberattack on retailer i as

pi = (1− si)(1− s̄), i = 1, . . . ,m, (3)

where the term (1− s̄) represents the probability of a cyberattack in the supply chain
network and the term (1− si) represents the probability of success of such an attack
on retailer i. The network vulnerability level v̄ = 1− s̄ with retailer i’s vulnerability
level vi being 1− si; i = 1, . . . ,m.

In terms of cybersecurity investment, each retailer i, in order to acquire security
si, encumbers an investment cost hi(si) with the function assumed to be continu-
ously differentiable and convex. Note that distinct retailers, because of their size
and existing cyber infrastructure (both hardware and software), may be faced with
different investment cost functions. We assume that, for a given retailer i, hi(0) = 0
denotes an entirely insecure retailer and hi(1) = ∞ is the investment cost associated
with complete security for the retailer (see [23, 24]). An example of a suitable hi(si)
function is

hi(si) = αi(
1√

(1− si)
−1) with αi > 0. (4)

The term αi allows for different retailers to have distinct investment cost functions
based on their size and needs.

The demand for the product by consumer j is denoted by d j and it must satisfy
the following conservation of flow equation:

d j =
m

∑
i=1

Qi j, j = 1, . . . ,n, (5)

where
Qi j ≥ 0, i = 1, . . . ,m; j = 1, . . . ,n, (6)

that is, the demand for each consumer is satisfied by the sum of the product trans-
actions between all the retailers with the consumer. We group the demands for the
product for all buyers into the vector d ∈ Rn

+.
The consumers reveal their preferences for the product through their demand

price functions, with the demand price function for consumer j, ρ j, being:

ρ j = ρ j(d, s̄), j = 1, . . . ,n. (7)
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Observe that the demand price depends, in general, on the quantities transacted be-
tween the retailers and the consumers and the network security level. The consumers
are only aware of the average network security level of the supply chain. This is rea-
sonable since consumers may have information about a retail industry in terms of
its cyber investments and security but it is unlikely that individual consumers would
have information on individual retailers’ security levels. Hence, as in the model of
Nagurney and Nagurney [17], there is information asymmetry (cf. [1]).

In view of (2) and (5), we can define ρ̂ j(Q,s) ≡ ρ j(d, s̄), ∀ j. These demand
price functions are assumed to be continuous, continuously differentiable, decreas-
ing with respect to the respective consumer’s own demand and increasing with re-
spect to the network security level.

The revenue of retailer i; i = 1, . . . ,m, (in the absence of a cyberattack) is:

n

∑
j=1

ρ̂ j(Q,s)Qi j. (8)

Each retailer i; i = 1, . . . ,m, is faced with a cost ci associated with the processing
and the handling of the product and transaction costs ci j(Qi j); j = 1 . . . ,m, in dealing
with the consumers. His total cost, hence, is given by:

ci

n

∑
j=1

Qi j +
n

∑
j=1

ci j(Qi j). (9)

The transaction costs, in the case of electronic commerce, can include the costs
of transporting/shipping the product to the consumers. The transaction costs can
also include the cost of using the network services, taxes, etc. We assume that the
transaction cost functions are convex and continuously differentiable.

The profit fi of retailer i; i = 1, . . . ,m (in the absence of a cyberattack and security
investment) is the difference between the revenue and his costs, that is,

fi(Q,s) =
n

∑
j=1

ρ̂ j(Q,s)Qi j − ci

n

∑
j=1

Qi j −
n

∑
j=1

ci j(Qi j). (10)

If there is a successful cyberattack, a retailer i; i = 1, . . . ,m, incurs an expected
financial damage given by

Di pi, (11)

where Di takes on a positive value.
Using expressions (3), (10), and (11), the expected utility, E(Ui), of retailer i;

i = 1, . . . ,m, which corresponds to his expected profit, is:

E(Ui) = (1− pi) fi(Q,s)+ pi( fi(Q,s)−Di)−hi(si). (12)

We group the expected utilities of all the retailers into the m-dimensional vector
E(U) with components: {E(U1), . . . ,E(Um)}.
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Let Ki denote the feasible set corresponding to retailer i, where Ki ≡{(Qi,si)|Qi ≥
0, and 0 ≤ si ≤ 1} and define K ≡ ∏

m
i=1 Ki.

The m retailers compete noncooperatively in supplying the product and invest
in cybersecurity, each one trying to maximize his own expected profit. We seek to
determine a nonnegative product transaction and security level pattern (Q∗,s∗) for
which the m retailers will be in a state of equilibrium as defined below. Nash [20,
21] generalized Cournot’s concept (see [4]) of an equilibrium for a model of several
players, that is, decision-makers, each of which acts in his/her own self-interest, in
what has been come to be called a noncooperative game.

Definition 1: A Supply Chain Nash Equilibrium in Product Transactions and
Security Levels
A product transaction and security level pattern (Q∗,s∗) ∈ K is said to constitute a
supply chain Nash equilibrium if for each retailer i; i = 1, . . . ,m,

E(Ui(Q∗
i ,s

∗
i , Q̂∗

i , ŝ
∗
i ))≥ E(Ui(Qi,si, Q̂∗

i , ŝ
∗
i )), ∀(Qi,si) ∈ Ki, (13)

where

Q̂∗
i ≡ (Q∗

1, . . . ,Q
∗
i−1,Q

∗
i+1, . . . ,Q

∗
m); and ŝ∗i ≡ (s∗1, . . . ,s

∗
i−1,s

∗
i+1, . . . ,s

∗
m). (14)

According to (13), an equilibrium is established if no retailer can unilaterally im-
prove upon his expected profits by selecting an alternative vector of product trans-
actions and security levels.

2.1 Variational Inequality Formulations

We now present alternative variational inequality formulations of the above supply
chain Nash equilibrium in product transactions and security levels.

Theorem 1
Assume that, for each retailer i; i = 1, . . . ,m, the expected profit function E(Ui(Q,s))
is concave with respect to the variables {Qi1, . . . ,Qin}, and si, and is continuous and
continuously differentiable. Then (Q∗,s∗) ∈ K is a supply chain Nash equilibrium
according to Definition 1 if and only if it satisfies the variational inequality

−
m

∑
i=1

n

∑
j=1

∂E(Ui(Q∗,s∗))
∂Qi j

× (Qi j −Q∗
i j)−

m

∑
i=1

∂E(Ui(Q∗,s∗))
∂ si

× (si− s∗i )≥ 0,

∀(Q,s) ∈ K, (15)

or, equivalently, (Q∗,s∗)∈K is a supply chain Nash equilibrium product transaction
and security level pattern if and only if it satisfies the variational inequality
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m

∑
i=1

n

∑
j=1

[
ci +

∂ci j(Q∗
i j)

∂Qi j
− ρ̂ j(Q∗,s∗)−

n

∑
k=1

∂ ρ̂k(Q∗,s∗)
∂Qi j

×Q∗
ik

]
× (Qi j −Q∗

i j)

+
m

∑
i=1

[
∂hi(s∗i )

∂ si
− (1−

m

∑
j=1

s∗j
m

+
1− s∗i

m
)Di−

n

∑
k=1

∂ ρ̂k(Q∗,s∗)
∂ si

×Q∗
ik

]
× (si− s∗i )≥ 0,

∀(Q,s) ∈ K. (16)

Proof: (15) follows directly from Gabay and Moulin [7] and Dafermos and Nagur-
ney [5].

In order to obtain variational inequality (16) from variational inequality (15), we
note that, at the equilibrium:

−∂E(Ui)
∂Qi j

= ci +
∂ci j(Q∗

i j)
∂Qi j

− ρ̂ j(Q∗,s∗)−
n

∑
k=1

∂ ρ̂k(Q∗,s∗)
∂Qi j

×Q∗
ik; ∀i,∀ j, (17)

and

−∂E(Ui)
∂ si

=
∂hi(s∗i )

∂ si
−(1−

m

∑
j=1

s∗j
m

+
1− s∗i

m
)Di−

n

∑
k=1

∂ ρ̂k(Q∗,s∗)
∂ si

×Q∗
ik; ∀i. (18)

Making the respective substitutions using (17) and (18) in variational inequality
(15) yields variational inequality (16) 2

We now put the above Nash equilibrium problem into standard variational in-
equality form, that is: determine X∗ ∈K ⊂ RN , such that

〈F(X∗),X −X∗〉 ≥ 0, ∀X ∈K , (19)

where F is a given continuous function from K to RN and K is a closed and convex
set.

We define the (mn + m)-dimensional vector X ≡ (Q,s) and the (mn + m)-
dimensional vector F(X) = (F1(X),F2(X)) with the (i, j)-th component, F1

i j , of
F1(X) given by

F1
i j(X)≡−∂E(Ui(Q,s))

∂Qi j
, (20)

the i-th component, F2
i , of F2(X) given by

F2
i (X)≡−∂E(Ui(Q,s))

∂ si
, (21)

and with the feasible set K ≡ K. Then, clearly, variational inequality (15) can be
put into standard form (19).

In a similar way, one can prove that variational inequality (16) can also be put
into standard variational inequality form (19). 2
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Additional background on the variational inequality problem can be found in the
books by Nagurney [14] and Nagurney et al. [19].

2.2 Qualitative Properties

It is reasonable to expect that the expected utility of any seller i, E(Ui(Q,s)), would
decrease whenever his product volume has become sufficiently large, that is, when
E(Ui) is differentiable, ∂E(Ui(Q,s))

∂Qi j
is negative for sufficiently large Qi j Hence, the

following assumption is not unreasonable:

Assumption 1
Suppose that in our supply chain game theory model there exists a sufficiently large
M, such that for any (i, j),

∂E(Ui(Q,s))
∂Qi j

< 0, (22)

for all product transaction patterns Q with Qi j ≥ M.

We now give an existence result.

Proposition 1
Any supply chain Nash equilibrium problem in product transactions and security
levels, as modeled above, that satisfies Assumption 1 possesses at least one equilib-
rium product transaction and security level pattern.

Proof: The proof follows from Proposition 1 in Zhang and Nagurney [26]. 2

We now present the uniqueness result, the proof of which follows from the basic
theory of variational inequalities (cf. [14]).

Proposition 2
Suppose that F is strictly monotone at any equilibrium point of the variational in-
equality problem defined in (19). Then it has at most one equilibrium point.

3 The Algorithm

For computational purposes, we will utilize the Euler method, which is induced by
the general iterative scheme of Dupuis and Nagurney [6]. Specifically, iteration τ of
the Euler method (see also [14]) is given by:

Xτ+1 = PK (Xτ −aτ F(Xτ)), (23)

where PK is the projection on the feasible set K and F is the function that enters
the variational inequality problem (19).



10 Anna Nagurney, Ladimer S. Nagurney, and Shivani Shukla

As proven in [6], for convergence of the general iterative scheme, which induces
the Euler method, the sequence {aτ} must satisfy: ∑

∞
τ=0 aτ = ∞, aτ > 0, aτ → 0,

as τ → ∞. Specific conditions for convergence of this scheme as well as various
applications to the solutions of other network-based game theory models can be
found in [15], [16], and the references therein.

Explicit Formulae for the Euler Method Applied to the Supply Chain Game
Theory Model
The elegance of this procedure for the computation of solutions to our model is
apparent from the following explicit formulae. In particular, we have the following
closed form expression for the product transactions i = 1, . . . ,m; j = 1, . . . ,n:

Qτ+1
i j = max{0,Qτ

i j +aτ(ρ̂ j(Qτ ,sτ)+
n

∑
k=1

∂ ρ̂k(Qτ ,sτ)
∂Qi j

Qτ
ik−ci−

∂ci j(Qτ
i j)

∂Qi j
)}, (24)

and the following closed form expression for the security levels i = 1, . . . ,m:

sτ+1
i =

max{0,min{1,sτ
i +aτ(

n

∑
k=1

∂ ρ̂k(Qτ ,sτ)
∂ si

Qτ
ik −

∂hi(sτ
i )

∂ si
+(1−

m

∑
j=1

s j

m
+

1− si

m
)Di)}}.

(25)
We now provide the convergence result. The proof is direct from Theorem 5.8 in

[19].

Theorem 2
In the supply chain game theory model developed above let F(X)=−∇E(U(Q,s))
be strictly monotone at any equilibrium pattern and assume that Assumption 1 is
satisfied. Also, assume that F is uniformly Lipschitz continuous. Then there exists a
unique equilibrium product transaction and security level pattern (Q∗,s∗) ∈ K and
any sequence generated by the Euler method as given by (23), with {aτ} satisfies
∑

∞
τ=0 aτ = ∞, aτ > 0, aτ → 0, as τ → ∞ converges to (Q∗,s∗).

In the next Section, we apply the Euler method to compute solutions to numerical
game theory problems.

4 Numerical Examples

We implemented the Euler method, as discussed in Section 3, using FORTRAN on
a Linux system at the University of Massachusetts Amherst. The convergence crite-
rion was ε = 10−4. Hence, the Euler method was considered to have converged if,
at a given iteration, the absolute value of the difference of each product transaction
and each security level differed from its respective value at the preceding iteration
by no more than ε .
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The sequence {aτ} was: .1(1, 1
2 , 1

2 , 1
3 , 1

3 , 1
3 . . .). We initialized the Euler method

by setting each product transaction Qi j = 1.00, ∀i, j, and the security level of each
retailer si = 0.00, ∀i.

We present two sets of numerical examples. Each set of examples consists of an
example with four variants.

Example Set 1

The first set of examples consists of two retailers and two consumers as depicted in
Figure 2. This set of examples begins with the baseline Example 1, followed by four
variants. The equilibrium solutions are reported in Table 1.

Consumers����
1 ����

2

? ?

Retailers����
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2

H
H

H
H

HHHHHj

�
�

�
�

������

Fig. 2 Network Topology for Example Set 1

The cost function data for Example 1 are:

c1 = 5, c2 = 10,

c11(Q11) = .5Q2
11 +Q11, c12(Q12) = .25Q2

12 +Q12,

c21(Q21) = .5Q2
21 +Q21, c22(Q22) = .25Q2

22 +Q22.

The demand price functions are:

ρ1(d, s̄) =−d1 + .1(
s1 + s2

2
)+100, ρ2(d2, s̄) =−.5d2 + .2(

s1 + s2

2
)+200.

The damage parameters are: D1 = 50 and D2 = 70 with the investment functions
taking the form:

h1(s1) =
1√

(1− s1)
−1, h2(s2) =

1√
(1− s2)

−1.

As can be seen from the results in Table 1 for Example 1, the equilibrium demand
for Consumer 2 is over 4 times greater than that for Consumer 1. The price that
Consumer 1 pays is about one half of that of Consumer 2. Both retailers invest in
security and achieve equilibrium security levels of .91. Hence, in Example 1 the
vulnerability of Retailer 1 is .09 and that of Retailer 2 is also .09, with the network
vulnerability being .09.
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In the first variant of Example 1, Variant 1.1, we change the demand price func-
tion of Consumer 1 to reflect an enhanced willingness to pay more for the product.
The new demand price function for Consumer 1 is:

ρ1(d, s̄) =−d1 + .1(
s1 + s2

2
)+200.

The product transactions to Consumer 1 more than double from their correspond-
ing values in Example 1, whereas those to Consumer 2 remain unchanged. The
security level of Retailer 2 increases slightly whereas that of Retailer 1 remains un-
changed. Both retailers benefit from increased expected profits. The vulnerability of
Retailer 2 is decreased slightly to .08.

Variant 1.2 is constructed from Variant 1.1. Consumer 2 no longer values the
product much so his demand price function is

ρ2(d2, s̄) =−.5d2 + .2(
s1 + s2

2
)+20,

with the remainder of the data as in Variant 1.1. The product transactions decrease by
almost an order of magnitude to the second consumer and the retailers experience
reduced expected profits by about 2/3 as compared to those in Variant 1.1. The
vulnerability of Retailer 1 is now .12 and that of Retailer 2: .11 with the network
vulnerability being: .115.

Variant 1.3 is constructed from Example 1 by increasing both security investment
cost functions so that:

h1(s1) = 100(
1√

(1− s1)
−1), h2(s2) = 100(

1√
(1− s2)

−1)

and having new damages: D1 = 500 and D2 = 700. With the increased costs asso-
ciated with cybersecurity investments both retailers decrease their security levels to
the lowest level of all the examples solved, thus far. The vulnerability of Retailer 1
is now .34 and that of Retailer 2: .28 with the network vulnerability =.31.

Variant 1.4 has the same data as Variant 1.3, but we now further increase Retailer
2’s investment cost function as follows:

h2(s2) = 1000(
1√

(1− s2)
−1).

Retailer 2 now has an equilibrium security level that is one quarter of that in Variant
1.3. Not only do his expected profits decline but also those of Retailer 1 do.

The vulnerability of Retailer 1 is now: .27 and that of Retailer 2: .82. The network
vulnerability for this example is: .54, the highest value in this set of examples. The
cybersecurity investment cost associated with Retailer 2 is so high that he greatly
reduces his security level. Moreover, the network security is approximately half of
that obtained in Example 1.
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Table 1 Equilibrium Solutions for Examples in Set 1

Solution Ex. 1 Var. 1.1 Var. 1.2 Var. 1.3 Var. 1.4
Q∗

11 24.27 49.27 49.27 24.27 24.26
Q∗

12 98.30 98.30 8.30 98.32 98.30
Q∗

21 21.27 46.27 46.27 21.27 21.26
Q∗

22 93.36 93.36 3.38 93.32 93.30
d∗1 45.55 95.55 95.55 45.53 45.52
d∗2 191.66 191.66 11.68 191.64 191.59
s∗1 .91 .91 .88 .66 .73
s∗2 .91 .92 .89 .72 .18
s̄∗ .91 .915 .885 .69 .46

ρ1(d∗1 , s̄∗) 54.55 104.55 104.54 54.54 54.52
ρ2(d∗2 , s̄∗) 104.35 104.35 14.34 104.32 104.30

E(U1) 8136.45 10894.49 3693.56 8121.93 8103.09
E(U2) 7215.10 9748.17 3219.94 7194.13 6991.11

Example Set 2

The second set of numerical examples consists of three retailers and two consumers
as shown in Figure 3.
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Fig. 3 Network Topology for Example Set 2

In order to enable cross comparisons between the two example sets, we construct
Example 2, which is the baseline example in this set, from Example 1 in Set 1.
Therefore, the data for Example 2 is identical to that in Example 1 except for the
new Retailer 3 data as given below:

c3 = 3, c31(Q31) = Q2
31 +3Q31, c32(Q32) = Q2

32 +4Q32,

h3(s3) = 3(
1√

(1− s3)
−1), D3 = 80.

Also, since there are now 3 retailers, the demand price functions become:
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ρ1(d, s̄)=−d1 +.1(
s1 + s2 + s3

3
)+100, ρ2(d, s̄)=−.5d2 +.2(

s1 + s2 + s3

3
)+200.

The equilibrium solutions for examples in Set 2 are reported in Table 2. With the
addition of Retailer 3, there is now increased competition. As a consequence, the
demand prices for the product drop for both consumers and there is an increase in
demand. Also, with the increased competition, the expected profits drop for the two
original retailers. The demand increases for Consumer 1 and also for Consumer 2,
both at upwards of 10%.

The vulnerability of Retailer 1 is .10, that of Retailer 2: .09, and that of Retailer 3:
.19 with a network vulnerability of: .13. The network vulnerability, with the addition
of Retailer 3 is now higher, since Retailer 3 does not invest much in security due to
the higher investment cost.

Variant 2.1 is constructed from Example 2 with the data as therein except for
the new demand price function for Consumer 1, who now is more sensitive to the
network security, where

ρ1(d1, s̄) =−d1 +(
s1 + s2 + s3

3
)+100.

The expected profit increases for all retailers since Consumer 1 is willing to pay
a higher price for the product.

The vulnerability of Retailer 1 is now .08, that of Retailer 2: .08, and that of
Retailer 3: .17 with a network vulnerability of: .11. Hence, all the vulnerabilities
have decreased, since the retailers have higher equilibrium security levels.

Variant 2.2 is constructed from Variant 2.1. The only change is that now Con-
sumer 2 is also more sensitive to average security with a new demand price function
given by:

ρ2(d2, s̄) =−.5d2 +(
s1 + s2 + s3

3
)+200.

As shown in Table 2, the expected profits are now even higher than for Variant 2.1.
The vulnerability of Retailer 1 is now .05, which is the same for Retailer 2, and
with Retailer 3 having the highest vulnerability at: .14. The network vulnerability
is, hence, .08. Consumers’ willingness to pay for increased network security reduces
the retailers’ vulnerability and that of the supply chain network.

Variants 2.1 and 2.2 demonstrate that consumers who care about security can
also enhance the expected profits of retailers of a product through their willingness
to pay for higher network security.

Variant 2.3 has the identical data to that in Variant 2.2 except that the demand
price functions are now:

ρ1(d1, s̄) =−2d2 +(
s1 + s2 + s3

3
)+100, ρ2(d2, s̄) =−d2 +(

s1 + s2 + s3

3
)+100.

As can be seen from Table 2, the product transactions have all decreased sub-
stantially, as compared to the respective values for Variant 2.2. Also, the demand
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prices associated with the two consumers have decreased substantially as have the
expected profits for all the retailers.

The vulnerabilities of the retailers are, respectively: .07, 07, and .16 with the
network vulnerability equal to .10.

Variant 2.4 is identical to Variant 2.3 except that now the demand price function
sensitivity for the consumers has increased even more so that:

ρ1(d1, s̄)=−2d2 +10(
s1 + s2 + s3

3
)+100, ρ2(d2, s̄)=−d2 +10(

s1 + s2 + s3

3
)+100.

All the equilibrium product transactions now increase. The demand prices have
both increased as have the expected profits of all the retailers.

In this example, the vulnerabilities of the retailers are, respectively: .02, .02, and
.05, yielding a network vulnerability of .03. This is the least vulnerable supply chain
network in our numerical study.

Table 2 Equilibrium Solutions for Examples in Set 2

Solution Ex. 2 Var. 2.1 Var. 2.2 Var. 2.3 Var. 2.4
Q∗

11 20.80 20.98 20.98 11.64 12.67
Q∗

12 89.45 89.45 89.82 49.62 51.84
Q∗

21 17.81 17.98 17.98 9.64 10.67
Q∗

22 84.49 84.49 84.83 46.31 48.51
Q∗

31 13.87 13.98 13.98 8.73 9.50
Q∗

32 35.41 35.41 35.53 24.50 25.59
d∗1 52.48 52.94 52.95 30.00 32.85
d∗2 209.35 209.35 210.18 120.43 125.94
s∗1 .90 .92 .95 .93 .98
s∗2 .91 .92 .95 .93 .98
s∗3 .81 .83 .86 .84 .95
s̄∗ .87 .89 .917 .90 .97

ρ1(d∗1 , s̄∗) 47.61 47.95 47.96 40.91 44.01
ρ2(d∗2 , s̄∗) 95.50 95.50 95.83 80.47 83.77

E(U1) 6654.73 6665.88 6712.29 3418.66 3761.75
E(U2) 5830.06 5839.65 5882.27 2913.31 3226.90
E(U3) 2264.39 2271.25 2285.93 1428.65 1582.62

5 Summary and Conclusions

Cybercrime is affecting companies as well as other organizations and establish-
ments, including governments, and consumers. Recent notable data breaches have
included major retailers in the United States, resulting in both financial damage and
a loss in reputation. With companies, many of which are increasingly global and de-
pendent on their supply chains, seeking to determine how much they should invest
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in cybersecurity, a general framework that can quantify the investments in cyber-
security in supply chain networks is needed. The framework should also be able
to illuminate the impacts on profits as well as a firm’s vulnerability and that of the
supply chain network.

In this paper, we develop a supply chain network game theory model consist-
ing of a tier of retailers and a tier of consumers. The retailers may be subject to a
cyberattack and seek to maximize their expected profits by selecting their optimal
product transactions and cybersecurity levels. The firms compete noncooperatively
until a Nash equilibrium is achieved, whereby no retailer can improve upon his ex-
pected profits. The probability of a successful attack on a retailer, in our framework,
depends not only on his security level, but also on that of the other retailers. Con-
sumers reveal their preferences for the product through the demand price functions,
which depend on the demand and on the network security level, which is the average
security of the supply chain network.

We derive the variational inequality formulation of the governing equilibrium
conditions, discuss qualitative properties, and demonstrate that the algorithm that
we propose has nice features for computations. Specifically, it yields, at each iter-
ation, closed form expressions for the product transactions between retailers and
consumers and closed form expressions for the retailer security levels. The algo-
rithm is then applied to compute solutions to two sets of numerical examples, with a
total of ten examples. The examples illustrate the impacts of an increase in compe-
tition, changes in the demand price functions, changes in the damages incurred, and
changes in the cybersecurity investment cost functions on the equilibrium solutions
and on the incurred prices and the expected profits of the retailers. We also provide
the vulnerability of each retailer in each example and the network vulnerability.

The approach of applying game theory and variational inequality theory with
expected utilities of decision-makers to network security / cybersecurity that this
paper adopts is original in itself. The results in this paper pave the way for a range
of investigative questions and research avenues in this area. For instance, at present,
the model considers retailers and consumers in the supply chain network. However,
it can be extended to include additional tiers, namely, suppliers, as well as transport
service providers, and so on. The complexity of the supply chain network would
then make it even more susceptible to cyberattacks, wherein a security lapse in one
node can affect many others in succession. Moreover, to account for the fact that the
exchange of data takes place through multiple forms, the model could be extended
to include multiple modes of transactions.

While the solution equilibrium in the context of competition does moderate in-
vestments, the model can also be extended to explicitly include constraints on cy-
bersecurity investments subject to expenditure budgets allocated to cybersecurity.
The numerical examples section dealt with multiple retailer and consumer scenarios
and their variants to validate the ease of adoption and practicality of the model. A
case study and empirical analysis can further corroborate the cogency of the model
and assist in the process of arriving at investment decisions related to cybersecurity.
This could also provide insights as to how to strike a balance between effectiveness
of service and security. We leave the above research directions for future work.
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